ABSTRACT This paper presents a local audio watermarking method based on the dual-tree complex wavelet transform (DT CWT) and distortion-compensated dither modulation (DC-DM). Specifically, we perform DT CWT on extracted audio segment, and embed the watermark signal in the decomposed low-pass coefficients. During the embedding process, the selected coefficients are block-divided into multiple host vectors, and the watermark signal is embedded into the selected set of host vectors by the dither modulation process. During the extraction process, the DC-DM is applied to generate the statistical differences, and the minimum distance decoding is employed to extract the watermark signal. Experimental results show that the proposed method is robust against common signal processing attacks and de-synchronization attacks, such as re-quantization, resampling, MP3 compression, cropping, and so on. Comparisons with the existing methods also show the superiority of our proposed method.
I. INTRODUCTION
Currently, audio, image, and other data are generally stored directly in digital forms, and thus can be easily copied. Unfortunately, this promotes the illegal use of multimedia data. Digital watermarking technology is an effective means to solve this problem because as a widely-used technology, digital watermarking has found many useful applications, such as copyright protection, content authentication, ownership verification and so on. Unlike other relatively mature watermarking technologies, the research on audio watermarking is more challenging.
So far, various watermarking methods have been proposed [1] . Several existing audio watermarking methods include echo hiding-based watermarking techniques [2] , phase modulation-based watermarking techniques [3] , spread spectrum-based watermarking techniques [4] , [5] , quantum information-based watermarking techniques [6] , patchwork-based watermarking techniques [7] , etc. The watermarking method can be classified into time domainbased and transform domain-based according to the difference in the embedding position. The time domain-based method is easy to be implemented while transform domain-based method is usually with relatively high robustness. The mostly used transforms include Discrete Wavelet Transform (DWT) [8] , [9] , Discrete Cosine Transform (DCT) [10] , [11] , Singular Value Decomposition (SVD) [12] , [13] . Moreover, some other transforms such as Lifting Wavelet Transform (LWT) [14] - [16] and DT CWT [17] are also becoming more and more popular. Zhang et al. [8] proposed a dither modulation with distortion compensation audio watermarking algorithm based on wavelet transform. In this work, the binary image watermark was converted into a one-dimensional digital sequence. The original audio signal was divided into audio segment which was performed with DWT. Finally, the watermark signal was embedded into the low-frequency coefficients by using DC-DM. This work embedded watermarks globally. Martínez-Noriega et al. [9] proposed a robust watermarking method using DC-DM in the wavelet domain. The original audio signal was divided into several frames, which were decomposed using DWT. Then the wavelet coefficients were embedded with watermark information through DC-DM. Wu et al. [18] proposed the Quantization Index Modulation (QIM) method to embed watermarks and use DWT positioning properties to achieve self-synchronization. Although DWT reduces the computational complexity, this method was not robust against TSM and amplitude scaling attacks. In [16] , an LWT-based audio watermarking was proposed. The scrambled watermark was inserted into the low-frequency coefficients. This method achieved good results against filtering. But it was not very robust against re-quantization and MP3 compression attacks.
As discussed above, although the transforms such as DWT, DCT, and others are robust for watermarking, the shift invariance remains a problem. Accordingly, the DT CWT proposed by Kingsbury [19] is applied to solve this problem. The DT CWT uses two bank trees in the wavelet coefficients instead of the conventional DWT. The DT CWT has perfect reconstruction, good directional selectivity, and approximate shift invariance. That means, the low-pass coefficients of DT CWT will be roughly the same if the frame after scaling or rotation is resampled. Therefore, we propose a watermarking method based on DT CWT to embed the watermark signal into the shift invariant domain.
With the extracted low-pass coefficients of the DT CWT, we need to embed the watermark signal into them. The DC-DM [20] , [23] is widely used for robust watermarking, which is a special implementation of Distortion-Compensated QIM (DC-QIM). During the embedding process, the suitable quantizer is selected according to the watermark signal to quantize the coefficients, and then the quantized coefficients are corrected by the weighted quantization error. By combining the DC-DM with the DT CWT, very good performance can be achieved.
This paper presents a robust watermarking method based on DT CWT and DC-DM to resist various attacks. The audio segment randomly selected from the host audio is firstly decomposed by DT CWT. Then we propose to embed the watermark signal into the low-pass coefficients of the audio segment by the DC-DM method. Afterwards, the watermark can be extracted by the minimum distance decoding mechanism. The organization of this paper is as follows. Section 2 discusses the proposed method. Section 3 gives the experimental results and analyzes the comparisons with the existing methods. Finally, Section 4 concludes the paper.
II. PROPOSED METHOD
We propose a robust local audio watermarking method that embeds the watermark signal in the frequency domain of the audio segment. Considering the approximate shift invariance and good directional selectivity of DT CWT [19] , the DT CWT is applied to the extracted audio segment and the watermark signal is then embedded/extracted into/from the DT CWT low-pass coefficients. Chen and Wornell [21] firstly analyzed the quantized watermarking method theoretically and proposed the QIM for watermarking. DM is a specific method for implementing QIM, and DC-DM introduces distortion compensation based on DM to improve performance. The arrangement of this part is as follows: In section A, the DT CWT is briefly introduced; sections B and C respectively gives the detailed process of watermark embedding and extraction of the proposed method.
A. DUAL-TREE COMPLEX WAVELET TRANSFORM
Being firstly presented by Kingsbury [22] , [23] , DT CWT is an improvement over the Discrete Wavelet Transform (DWT). DT CWT uses two independent DWTs and results in twice the DWT wavelet coefficients. The notable characteristic of DT CWT is the approximate shift-invariance; that means a small shift of the input signal has a negligible effect on the energy of the coefficients. Figure 1 , Tree A and Tree B are two real DWTs and they respectively generate the real and imaginary part of the transformation. h 0 (n) and h 1 (n) are the low-pass filter and high-pass filter for Tree A, and g 0 (n) and g 1 (n) are the low-pass filter and high-pass filter for Tree B.
Based on the real wavelet coefficients generated by the DWTs, we can form the complex wavelet coefficients by using Eq. (1).
where H a is real coefficients from Tree A, while H b is real coefficients from Tree B;
In this way, the audio signal is decomposed into low-pass coefficients and high-pass coefficients. Although the amount of data in low-pass coefficients are much smaller than that of other components, the amount of information in low-pass coefficients are larger than the amount of information on other components. Therefore, we choose the low-pass coefficients for watermarking. 
B. PROCEDURES OF WATERMARK EMBEDDING
With the low-pass coefficients decomposed from DT CWT, we use DC-DM [24] to embed the watermark signal, and Figure 2 shows the flowchart of the proposed watermark embedding. Firstly, the random signal generator is used to generate the initial position of the audio segment for embedding the watermark signal. Then we perform DT CWT into the selected audio segment and select the low-pass coefficients to form the host vectors for embedding the watermark data bits. Each watermark data bit will be embedded into the corresponding host vector using the DC-DM explained in detail in Figure 3 . After that, the inverse DT CWT is applied to reconstruct the watermarked audio segment. By replacing the corresponding audio segment with the watermarked one, the watermarked audio can be generated. The embedding process can be divided into the following steps.
STEP-1 (Determination of Audio Segment):
A Gaussian random signal generator is used to generate the initial position of an audio segment for embedding the watermark signal.
STEP-2 (Five-level DT CWT):
Five-level DT CWT is applied to the extracted audio segment, and we select the FIGURE 3. Watermark embedding process using DC-DM. low-pass coefficients at level five to design a robust watermarking method against common signal processing attacks and de-synchronization attacks.
STEP-3 (Embedding using DC-DM):
We divide the selected coefficients into blocks of size 1 × 7, and form host vectors accordingly from each of the blocks. Into each of the host vectors, the watermark data bits are then embedded using the DC-DM which utilizes the DM quantizer to embed the watermark signal and provides significant improvements compared with the DM. Figure 3 shows the process of watermark embedding using DC-DM, which can be described by 60836 VOLUME 6, 2018 
where x represents the host vector, which is formed from the selected coefficients as illustrated in Figure 2 ; w represents watermark signal, w ∈ {0 , 1}; ξ represents the compensation factor; q w (x) represents the quantizer corresponding to w; represents the quantization step, we set = 1.4 by experiments in this paper. The relationships between and the quality will be analyzed in Section 3; and d (w) is the Dither signal corresponding to the watermark signal. In our experiments, we set the dither vector d (0) as − 4 . Consequently, the other dither signal d (1) can be calculated as 4 using Eq. (4). In addition, the initial position, the dither signal d (w) and the quantization step will be encoded as a key to ensure the security of the system.
STEP-4 (Inverse DT CWT and Replacement):
After generating the low-pass coefficients with the watermark signal, the inverse five-level DT CWT is applied to reconstruct the corresponding audio segment with the watermark signal. By replacing the host audio segment with the corresponding watermarked audio segment, the watermarked audio can be generated.
C. PROCEDURES OF WATERMARK EXTRACTION
The procedure of the watermark extraction is similar as the embedding. Figure 4 shows the flowchart of the watermark extraction. Firstly the key is decoded, and the initial position is applied to extract the audio segment, into which the DT CWT is performed. Then the low-pass coefficients are selected, and the host vectors are accordingly formed for watermark extraction. During the extraction process, we respectively embed the data bits '0' and '1' into the received host vectors using Eq. (2), thus forming the estimated signals Est w ; then we calculate the distances between the host vectors and the estimated signals. In this way, the watermark data bit can be detected by finding the minimum distance using Eq. (5).
where w is the extracted watermark signal,w ∈ {0, 1}; Est w is the estimated signal; andx is the host vector extracted from the received audio signal.
III. EXPERIMENTAL RESULTS
In this section, we have conducted lots of experiments on the popularly used audios from Sound Quality Assessment Material (SQAM) [25] , classical music, pop music, and human voice signal and thus evaluate the performance. The files are 16-bit mono file and are sampled at 44.1 kHz. In our experiments, the watermark signal is 16 × 16 image. The audio segment extracted for watermark embedding is set to VOLUME 6, 2018 be 2s.
where I (n) and I (n) − I (n) represent the original and watermarked audio, respectively; and N L is the length of the audio.
Perceptual quality assessment can be performed by measuring Signal to Noise Ratio (SNR) and Subject Difference Grade (SDG). SNR is defined in Eq. (6) and it is employed to measure the distortion of the watermarked audio. The calculated SNR and SDG values of the tested signals are shown in Table 1 . It can be seen that the SNR values confirm to the IFPI standard and show good quality of the watermarked audio. On the other hand, the SDG score is mapped to the following scales: ''0.0'' -imperceptible, ''−1.0'' -perceptible, but not annoying, ''−2.0'' -slightly annoying, ''−3.0'' -annoying, ''−4.0'' -very annoying, and ''−5.0'' -catastrophic. It can be seen that in all the tested cases, the SDG scores are close to zero, which means that the watermarked audio and the original audio are almost indistinguishable from each other subjectively. In the following, we measure the error rate of the extracted watermark signal by the Bit Error Rate (BER) defined in Eq. (7). The smaller BER value indicates better robustness.
BER(w,w)
where k and l are the indices of the watermark signal; ⊕ denotes the exclusive operation; and M × N denoted the size of the watermark signal.
A. PARAMETERS SELECTION
An appropriate quantization step and compensation factor are necessary for the proposed audio watermarking method.
Too large quantization step will cause serious audio distortion, while too small one will cause worse robustness. Figure 5 and Figure 6 show the SNR values versus different quantization steps and different compensation factors respectively. To achieve good imperceptibility, we select the quantization step as ≤ 0.4 and compensation factor as ξ ≤ 1.5 according to the results in Figure 5 and Figure 6 . In addition to the imperceptibility, the robustness is also evaluated in terms of different compensation factors. In Figure 7 , three common attacks are selected to evaluate the impact of compensation factor on robustness: the low-pass filtering with a cut-off frequency of 6k, the Mp3 compression with a bit rate of 64 kbps, and the White Gaussian noise addition with 2% of the power. It can be seen that the BER values decrease with increase of the compensation factor. In order to achieve the balance between the imperceptibility and the robustness, we set the compensation factor as ξ = 1.5. 
B. ROBUSTNESS EVALUATION OF THE PROPOSED METHOD
With the appropriate quantization step = 0.4 and the compensation factor ξ = 1.5, in this section, we evaluate the robustness of the proposed method. The audio editing tools 60838 VOLUME 6, 2018 varying from 32 kbps to 192 kbps. The results show that the watermark can be extracted almost completely even when the compression bit rate reaches 32 kbps. In Figure 8 -(b), we evaluate robustness in terms of resampling, with the resampling factor varying from 44.1kHz/8 to 44.1kHz × 8. In all the tested scenarios, the BER values are 0, which means the excellent robustness of the proposed method against resampling. Similarly in Figure 8 -(c), we evaluate robustness in terms of low-pass filtering, with cut-off frequency varying from 2 kHz to 12 kHz, where the cut-off frequency indicates the effect of the filter. When the cut-off frequency is lowered to 2 kHz, the average BER value is 0.04; and larger cut-off frequency brings smaller BER. The results show the very good performance of the proposed method. In Figure 8 -(d), we evaluate the robustness in terms of band-pass filtering. According to the results in Figure 8 -(c) that the robustness against low-pass filtering gets worse along with decreasing the cut-off frequency, we set the cut-off frequency range varying from 10-8k Hz to 60-8k Hz, where the cut-off frequency indicates the effect of the filter. The results show that the proposed method can resist general band-pass filtering attacks when the lower bound is set to be small enough; however, when the lower bound increases, the BER value will obviously increase, which indicates the failure of watermark extraction.
C. COMPARISON RESULTS
The above-mentioned results demonstrate that the proposed method is very robust against the tested attacks. To more clearly demonstrate the good performance of the proposed method, we compare the performance of the proposed method with existing methods [11] , [18] , [26] , [27] , [28] , [29] , [30] VOLUME 6, 2018 as shown in Table 2 and Table 3 Table 2 shows the BER results of the proposed method against different attacks for the audio signal 'Classical'. The extracted watermark images are displayed, and the BER results are calculated. The results indicate that in most of the tested scenarios, the proposed method outperforms the existing method [26] . The reason why the signal subtraction attack fails is that the proposed method is based on the local segment, and this attack will cause the embedded segment to be shifted and eventually lead to the failure of the extraction. Table 3 shows the comparison results of BER values of the proposed method and the existing methods when under various attacks. ''N/A'' means that theresult was not discussed in work. From the comparison results, it is obvious that the performance of our method is much better than the methods of [11] , [18] , and [27] , and slightly better than the methods of [28] - [30] . In addition, we can see that our proposed method is very robust against the various attacks such as Re-quantization, Resampling, MP3 compression, Cropping and so on. The reason why our method outperforms all these selected methods is mainly that both DT CWT and DC-DM have very attractive features for robust watermarking, and their combination enhances performance.
In addition to the comparison of BER values, we also summarize the methods and compare the embedding capacity and SNR of the methods. From the comparison and summarization in Table 4 , we can see that our proposed method can obtain a relatively high payload and good imperceptible results.
IV. CONCLUSION
This paper presents a robust local audio watermarking method that takes full advantage of DT CWT and DC-DM. We apply the DC-DM method to embed the watermark signal in the low-pass coefficients of the DT CWT domain of the extracted audio segment. For watermark detection, we apply the minimum distance decoding to determine the watermark signal. The experimental results demonstrate that the proposed watermarking method for digital audio is very robust against various attacks, including Re-quantization, Resampling, MP3 compression, Cropping and so on.
